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A B S T R A C T  

This paper proposes a layered Internet of Things (IoT) security architecture combining resource-aware 
authenticated encryption, edge-based anomaly detection, and a permissioned blockchain audit layer. The 
design separates time-critical device authentication from slower ledger finality, aggregates event 
commitments rather than raw telemetry, and supports policy-driven quarantine of suspicious nodes. A 
formal cost model captures latency, communication, energy, detection quality, and ledger throughput. A 
transparent illustrative numerical scenario is supplied to demonstrate evaluation procedures; these values 
are synthetic and do not constitute measured experimental findings. The framework offers a reproducible 
research blueprint for assessing security–performance trade-offs across heterogeneous IoT deployments. 

 

INTRODUCTION 
The Internet of Things has expanded connectivity from 
conventional computing equipment to sensors, actuators, 
meters, industrial controllers, and embedded medical and 
environmental devices. Such systems operate across 
heterogeneous hardware and communication stacks, 
frequently with limited memory, modest processors, 
intermittent links, and strict power budgets. Their utility 
depends on collecting and acting upon information close to 
its source, yet this same distributed structure increases the 
number of identities, network endpoints, and potential trust 
boundaries. Security architectures originally designed for 
servers cannot simply be transplanted to low-cost sensors 
without accounting for their energy, timing, and 
maintenance constraints. 

Authentication is a foundational challenge because 
devices may be deployed in physically exposed settings and 
communicate through gateways administered by different 
organizations. Static passwords, shared fleet-wide secrets, 

and unauthenticated onboarding can allow a compromised 
endpoint to impersonate other nodes. Even where 
encryption is deployed, inadequate nonce management, 
replay protection, and credential revocation can undermine 
otherwise sound cryptographic choices. A credible design 
must therefore bind each session to a unique device 
identity, prove freshness, restrict privileges, and allow rapid 
revocation after suspected compromise. 

Centralized authentication servers simplify policy 
management but can become performance bottlenecks or 
single points of administrative failure. In large industrial 
deployments, a device may be able to reach its nearby 
gateway while the wide-area network or cloud is 
temporarily unavailable. Requiring a remote decision for 
every telemetry packet increases latency and may disrupt 
control loops. Edge computing provides a practical 
alternative: gateways can validate credentials, enforce local 
access policy, inspect behavioral patterns, and make time-
sensitive decisions while periodically synchronizing with a 
broader governance infrastructure. 
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Blockchain introduces a different property: replicated, 
append-only recording of security-relevant events among 
participating administrative domains. It is not a 
replacement for encryption, secure hardware, or endpoint 
monitoring. Rather, a permissioned ledger can record 
device registration, credential revocation, policy versions, 
and cryptographic commitments to audit logs so that 
multiple parties can reconcile their histories. Such records 
can support accountability when equipment ownership, 
maintenance, or data processing spans several stakeholders. 
However, indiscriminate storage of raw sensor 
measurements on-chain would incur unnecessary storage, 
privacy, and throughput costs. 

The design problem is thus an integration problem. 
Authentication must remain inexpensive at the endpoint; 
intelligence must be close enough to the device to respond 
promptly; and distributed agreement must be used 
selectively for records that benefit from shared verification. 
Treating every layer as an independent technology 
produces overhead without a coherent security guarantee. A 
useful architecture instead defines explicit interfaces, failure 
modes, timing assumptions, and trust boundaries between 
device, gateway, ledger, and application services. 

Lightweight cryptography has become especially 
relevant because modern embedded devices can provide 
authenticated encryption without the computational 
footprint of general-purpose server protocols. NIST Special 
Publication 800-232 standardizes Ascon-based primitives 
for constrained environments [1]. In the proposed 
framework, Ascon-AEAD128 protects device-to-edge 
payloads after secure key establishment. Encryption alone is 
not sufficient: key provisioning, authenticated enrollment, 
unique nonces, secure storage, and key rotation remain 
essential to prevent replay, cloning, and misuse. 

Edge intelligence can complement deterministic access 
checks by recognizing abnormal traffic volumes, unusual 
message sequences, and unexpected device behavior. 
Machine-learning detectors can assign anomaly scores to 
sessions or short temporal windows, helping prioritize 
investigation or trigger additional verification. Such models, 
however, are sensitive to concept drift, adversarial 
manipulation, and false alarms. For this reason, the 
framework does not delegate irreversible trust decisions to 
a model alone. Risk scores are combined with cryptographic 
authentication status, policy constraints, and human-review 
pathways. 

Scalability must be examined along several axes rather 
than reduced to a single transactions-per-second figure. 
Device onboarding rate, active session count, telemetry 
volume, gateway processing capacity, ledger endorsement 
throughput, and storage growth impose different limits. 
Batching event hashes, storing bulk telemetry off-chain, 
partitioning gateway responsibilities, and using 
asynchronous ledger commits can reduce contention. Yet 
these optimizations may increase audit confirmation delay 
or introduce temporary inconsistencies. The paper explicitly 

distinguishes local admission latency from global audit 
finality. 

Privacy is equally important. Even hashed event records 
can leak metadata such as activity frequency, timing, and 
organizational relationships. Sensitive device identifiers and 
raw measurements should not be exposed to all ledger 
participants. Pseudonymous identifiers, selective access, 
encrypted off-chain repositories, and retention controls can 
reduce unnecessary disclosure. Cryptographic 
commitments establish integrity only if the corresponding 
underlying records are retained and independently 
retrievable when an audit is required. 

This research proposes a modular architecture and a set 
of analytical equations for latency, energy, detection 
performance, and ledger load. The principal contributions 
are a layered security workflow, a risk-aware edge decision 
rule, a selective blockchain anchoring strategy, and an 
explicit evaluation protocol. Because no hardware testbed 
or original measurements are supplied, the numerical 
section is a clearly labeled illustrative scenario rather than 
an empirical validation. The objective is to provide a 
technically defensible starting point for reproducible 
experimentation, including honest boundaries around what 
has and has not been demonstrated. 

RELATED WORK 
Research on blockchain-enabled IoT security has 
emphasized the difficulty of establishing consistent trust 
across many resource-constrained nodes. Surveys of 
blockchain applications identify traceability, decentralized 
administration, and integrity verification as potential 
advantages, while also highlighting scalability, energy 
consumption, privacy, and integration complexity [2]. These 
findings indicate that blockchain should be treated as a 
governance and verification component rather than a 
universal replacement for conventional databases or 
cryptographic authentication. 

Work integrating blockchain with edge computing 
recognizes that edge gateways can reduce communication 
delay and limit unnecessary cloud transfers [3]. This 
division of responsibility is especially relevant to sensor 
networks where data arrive continuously but only a small 
fraction of events require durable multi-party agreement. 
The architectural implication is that local data processing 
and global accountability should have different execution 
paths. A ledger commit can confirm an audit record 
asynchronously without holding up a device’s immediate 
control decision. 

Investigations of blockchain-based IoT security have 
organized the field around identity, access control, privacy, 
threat management, and resilience [4]. They demonstrate 
that distributed records alone do not guarantee secure 
operation. If private keys are extracted from an endpoint, a 
valid signature may still represent malicious behavior. 
Likewise, if gateways collude or a smart contract contains a 
policy defect, ledger replication may preserve an incorrect 
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decision consistently. End-to-end threat modeling is 
therefore essential. 

Prior studies also consider software-defined networking 
and blockchain together to coordinate security policies 
across heterogeneous IoT infrastructure [5]. Programmable 
network control can isolate suspicious traffic, reroute flows, 
or apply segmentation rules dynamically. This suggests a 
useful relationship with edge intelligence: a local detector 
can produce evidence for a controller, while a permissioned 
ledger records policy changes and accountability. 
Nevertheless, an overcentralized controller may create a 
new availability risk. 

Lightweight authenticated encryption has received 
significant attention because IoT devices must balance 
confidentiality, integrity, and computational cost. The Ascon 
family standardized by NIST provides a current reference 
point for constrained implementations [1]. The standard 
specifies cryptographic primitives, not a complete device 
authentication protocol. Consequently, any framework that 
claims secure onboarding must still specify how device 
identities are provisioned, how peers authenticate, and how 
session keys are established and refreshed. 

Authentication literature frequently distinguishes initial 
enrollment, mutual authentication, authorization, and 
session maintenance. Enrollment associates a device with 
an approved identity and owner. Mutual authentication 
protects against a rogue gateway as well as a rogue device. 
Authorization determines permitted operations, often using 
role- or attribute-based policies. Session maintenance 
addresses expiry, replay windows, and revocation. 
Conflating these steps can create security gaps, particularly 
where credentials are long-lived and physical device 
capture is plausible. 

Edge-based anomaly detection complements 
cryptography by monitoring actions after successful login. A 
legitimate device may be compromised and still possess 
valid credentials. Behavioral features such as packet 
frequency, destination diversity, command types, failed 
authentications, and protocol timing can reveal departures 
from normal operation. However, anomaly scores are not 
ground truth. Class imbalance and evolving workloads can 
cause misleading accuracy estimates, making precision, 
recall, false-positive rate, and time-to-detection more 
informative evaluation criteria. 

Federated and distributed learning approaches may 
limit raw-data movement between gateways, but they 
introduce communication, model-poisoning, and 
aggregation challenges. A centralized model may be easier 
to update, whereas gateway-specific models can capture 
local operating conditions more accurately. The present 
proposal permits either arrangement, but requires that 
model version, validation status, and decision thresholds be 

documented. Blockchain anchoring of model metadata can 
assist auditability without recording sensitive training 
examples. 

Permissioned blockchain platforms are attractive where 
participants are known institutions rather than anonymous 
public validators. Their consensus and endorsement 
mechanisms can reduce some costs associated with open 
participation, yet they do not eliminate ordering delay, 
governance complexity, or storage growth. A practical 
implementation must benchmark endorsement policy, batch 
size, validator count, and network conditions. It should also 
distinguish a transaction’s submission, ordering, 
commitment, and application-level visibility. 

Existing literature leaves a recurring systems-level gap: 
proposals often report security mechanisms, machine-
learning accuracy, or blockchain throughput separately, 
without measuring how these components interact under 
realistic device load. The framework developed here 
addresses this gap through a unified event path and multi-
objective evaluation model. Its novelty is presented as a 
proposed integration and test methodology, not as an 
empirically established performance improvement. Future 
implementation must compare against properly configured 
baselines under identical workload and hardware 
conditions. 

PROPOSED METHODOLOGY 
The architecture contains four tiers: (i) constrained IoT 
devices with provisioned identities and authenticated 
encryption, (ii) edge gateways responsible for mutual 
authentication and local authorization, (iii) an edge 
intelligence service that calculates behavioral risk, and (iv) a 
permissioned blockchain that records registration status, 
revocations, policy hashes, and batched audit commitments. 
Sensor payloads remain in an access-controlled off-chain 
store. Ledger validators are operated by authorized 
organizations; devices never mine blocks. 

Enrollment: an administrator verifies a device and 
provisions a unique device identity and a protected root 
credential. Session establishment: the device and gateway 
perform a mutually authenticated key-establishment 
exchange with fresh nonces, derive a session key using an 
approved KDF, and bind the transcript to the device 
identity. Data protection: Ascon-AEAD128 encrypts each 
packet with a unique nonce and associated data containing 
device ID, session ID, and monotonic sequence number. 
Gateway checks freshness and tag validity before policy 
evaluation. Compromised or revoked devices are denied; 
exceptional but authenticated sessions undergo risk-based 
scrutiny. 
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Figure 1: Logical workflow of the proposed framework (conceptual; not a deployed system). 

K_session = HKDF(K_shared, nonce_device || nonce_edge || 
transcript)  

A session key is derived from a mutually authenticated 
shared secret, both fresh nonces, and the authenticated 
transcript. HKDF denotes an approved extract-and-expand 
key derivation function; the expression is schematic and 
requires a precisely specified authenticated key-exchange 
protocol. 

C, tag = Ascon-AEAD128.Enc(K_session, nonce, plaintext, 
AAD) 

 

Authenticated encryption protects the telemetry and 
binds metadata AAD. Each nonce must be unique under the 
same session key; the gateway rejects repeated sequence 
numbers. 

R_i = sigmoid(w^T x_i + b)  

An edge model maps a feature vector x_i to an estimated 
anomaly score R_i in [0,1]. Model weights must be fitted 
using labeled training data and calibrated on held-out 
validation data. 

Decision_i = deny if auth_i = 0; quarantine if R_i >= τ_h; step-up 
if R_i >= τ_l; otherwise allow  

A rule engine combines hard cryptographic checks with 
two configurable risk thresholds. Step-up may involve extra 
attestation or operator approval; high-risk activity is 
quarantined. 

H_batch = H(H(e_1) || H(e_2) || ... || H(e_m))  

A batch commitment records a digest of ordered audit 
events while encrypted records remain off-chain. A 
production system should use a canonical serialization and 
preferably a Merkle tree for efficient inclusion proofs. 

L_total = L_auth + L_edge + L_network + L_queue  

The local admission latency excludes asynchronous 
ledger finality; an additional L_commit metric separately 
captures the time until the event commitment becomes 
final. 

E_device = P_active × t_active + P_radio × t_radio + E_crypto  

Device energy is estimated from active computation, 
radio transmission, and cryptographic work; overlapping 
states must be handled carefully to avoid double-counting. 

TPS_ledger_required = (N × r × q) / m  

For N devices generating r events per second, fraction q 
of events anchored, and m events per batch, the ledger must 
sustain the resulting commitment rate. 

F1 = 2 × Precision × Recall / (Precision + Recall)  

F1 summarizes the precision–recall trade-off; detection 
evaluation should additionally report confusion matrices, 
false-alarm rates, and uncertainty across repeated runs. 

EXPERIMENTAL DESIGN AND EVALUATION 

PROTOCOL 
A reproducible experiment should implement three 
baselines: cloud-only centralized authentication, edge 
authentication without blockchain, and the full proposed 
architecture. Hardware details must include sensor MCU, 
RAM, radio, gateway CPU, ledger validator count, software 
versions, and cryptographic libraries. Generate controlled 
traffic at 100–5,000 devices, inject replay, credential misuse, 
scanning, and benign workload shifts, and report 
median/p95 latency, energy per accepted message, ledger 
confirmation delay, event throughput, storage growth, 
precision, recall, and F1 over at least five independent runs. 
Record confidence intervals and keep model training and 
test devices disjoint where possible. 

RESULTS AND DISCUSSION — ILLUSTRATIVE 

NUMERICAL SCENARIO 
IMPORTANT: The numbers below are synthetic 
assumptions for demonstrating tables, plots, and 
calculations. No prototype was executed and no 
experimental advantage has been established. Values should 
be replaced by independently collected measurements 
before publication as empirical research. 

Table 1: Assumed mean admission latency versus active device count. The proposed design incurs additional local processing compared with edge-
only operation but avoids the steeper cloud-only queueing pattern in this example. 

Devices Cloud-only (ms) Edge-only (ms) Proposed (ms) 

100 32 22 24 

500 51 29 32 

1000 79 38 43 

2000 145 57 68 

5000 390 116 151 
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Figure 2: Graph of the assumed values in Table 1; it is not a measured benchmark. 

Table 2: Illustrative assumptions for energy, detection, and ledger performance. These values are not derived from experiments. The proposed 
column illustrates a possible energy–auditability trade-off rather than a demonstrated gain. 

Metric Cloud-only Edge-only Proposed 

Energy / message (mJ) 8.5 6.1 6.8 

Detection precision (%) 89 92 95 

Detection recall (%) 84 90 93 

Audit finality (s) N/A N/A 1.8 

Audit commitments / s 0 0 250 

 

For an assumed 1,000 devices, 2 events per second each, 
a 10% anchoring rate, and batches of 20 events, the ledger 
demand is 10 commitments per second. A hypothetical 
capacity of 250 commitments per second would therefore 
be sufficient under this simplified average-load model. 
Burstiness, validator faults, endorsement policies, and 
storage I/O may change this result substantially. Similarly, 
the illustrative precision of 95% and recall of 93% yield an 
F1 score of approximately 93.99%, but these assumed 
percentages cannot support statistical significance or real-
world security claims. 

THREATS TO VALIDITY AND LIMITATIONS 
The framework assumes secure provisioning, protected key 
storage, trusted firmware update channels, and a bounded 
proportion of faulty validators. It does not inherently defeat 
physical extraction, side-channel leakage, malicious 
firmware, poisoning of training data, or denial-of-service 
floods. Blockchain commitments cannot guarantee the truth 
of data entered by compromised devices. The scenario lacks 
measured timing distributions, hardware characterization, 
and cross-site validation; consequently, numerical 
comparisons are illustrative only. A rigorous 
implementation should conduct formal protocol analysis 
and independent penetration testing. 

CONCLUSION 
This paper presents a secure and scalable IoT architecture 
in which lightweight authenticated encryption protects 
device traffic, edge intelligence supports adaptive risk 
assessment, and a permissioned blockchain provides cross-
organization auditability. Its central design principle is 
separation of critical-path authentication from 
asynchronous ledger anchoring. Equations and a test 
protocol identify the metrics needed to quantify security, 
latency, energy, and scalability. The illustrative results show 
how such comparisons can be structured, not that the 
proposed framework outperforms existing approaches. 
Future research should implement the architecture on 
constrained hardware, verify its authentication protocol 
formally, evaluate adversarial robustness, and publish 
reproducible measurements across varying network loads. 
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