
Research Article								     

Cybersecurity Awareness and Employee Behavior: An Organizational 
Risk Management Framework
Shakhlo Samanova
Department of General sciences, Mamun University, Khiva, Uzbekistan

Article history:
Received: 12 April, 2026
Revised: 20 April, 2026
Accepted: 09 June, 2026
Published: 25 June, 2026
Keywords: 
Cybersecurity awareness; 
employee behaviour; phishing; 
workload; nudges; human risk 
management.
DOI:
10.66592/rdcvpa89

Most cyber incidents begin with an employee action, and organisations respond with awareness training 
on the assumption that knowledge changes behaviour. The evidence is mixed: trained employees still click 
on phishing links, particularly under time pressure. This paper develops a risk management framework 
in which awareness training raises security knowledge, knowledge reduces unsafe behaviour, workload 
raises unsafe behaviour and weakens the protective effect of knowledge, and behavioural nudges at the 
point of decision reduce unsafe behaviour independently of knowledge. The framework is examined in 
a simulation of 2,000 employees in which phishing click behaviour follows the hypothesised process. 
Click rates fall from 47% to 22% with training among low-workload employees but only from 80% to 
44% among high-workload employees; the training–workload interaction is negative, so training is less 
effective where it is most needed; and nudges cut click rates from 55% to 43% across all employees. The 
paper argues that awareness programmes should be managed as one component of a behavioural risk 
system that also controls workload exposure and embeds nudges, that programme effectiveness should be 
measured by observed behaviour rather than training completion, and that residual human risk should be 
quantified and transferred to technical controls. The contribution is a framework that connects awareness 
to organisational risk management rather than treating it as a compliance activity.
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Introduction
Cybersecurity incident reports consistently attribute 
a majority of breaches to human actions: clicking 
malicious links, disclosing credentials, misdirecting data 
or circumventing controls. The standard organisational 
response is security awareness training, delivered 
annually or more often, and increasingly supplemented by 
simulated phishing campaigns. Training is mandated by 
many regulatory and audit frameworks, and completion 
rates are a common security metric.

Whether training changes behaviour is less certain. 
Research in the protection-motivation and planned-
behaviour traditions finds that knowledge and intentions 
predict secure behaviour only moderately [1], [2], and field 
evidence shows that trained employees continue to fall for 
phishing at substantial rates. Two explanations stand out. 

First, security behaviour is governed by situational factors, 
above all workload and time pressure, which crowd out 
deliberate judgement regardless of knowledge [3]. Second, 
awareness programmes aim at knowledge rather than at 
the moment of decision, whereas much unsafe behaviour 
is habitual and responds to cues at that moment [4].

This paper proposes a framework that treats employee 
security behaviour as an organisational risk to be 
managed, not a training deficiency to be corrected. The 
framework specifies the behavioural process, identifies 
three intervention points, and connects residual human 
risk to technical controls and risk acceptance. It is 
examined in a simulation with a known behavioural 
process, and implications for programme design and 
measurement are derived.
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Background
Awareness, knowledge and behaviour
Protection motivation theory [1] holds that protective 
behaviour follows from perceived threat and perceived 
efficacy; awareness training raises both. Studies applying 
the theory of planned behaviour [2] find that attitudes and 
norms predict intentions, but that the intention–behaviour 
gap is large for security, because the protective behaviour 
competes with the primary task, and employees readily 
rationalise violations when the task demands it [5].

Workload and the compliance budget
Beautement, Sasse and Wonham [3] introduced the 
compliance budget: employees have finite capacity 
for security effort, and when workload consumes it, 
compliance falls. Time pressure also shifts decision-
making from deliberate to heuristic processing, in which 
phishing cues are missed. Workload is therefore both a 
direct driver of unsafe behaviour and a moderator that 
weakens the effect of knowledge.

Nudges and point-of-decision interventions
Behavioural interventions that act at the moment of 
decision, such as warnings on external email, delayed 
delivery of suspicious messages, friction before credential 
entry and just-in-time reminders, can reduce unsafe 
actions without relying on recall of training [4]. They are 
effective for habitual behaviour precisely because they do 
not require deliberation.

Human risk in risk management
Risk management frameworks treat human error as a 
threat source but rarely model it quantitatively. Treating 
employee behaviour as a measurable risk with controllable 
drivers allows it to be managed with the same logic as 
technical vulnerabilities: estimate exposure, reduce 
likelihood through controls, and transfer or accept the 
residual.

Why training-centred programmes persist
Training-centred programmes persist for institutional 
reasons. Completion rates are easy to measure and to 
report to auditors and regulators; the training budget sits 
with a single function; and training places responsibility 
for incidents on the employee rather than on the design of 
the work environment. Workload management and point-
of-decision interventions, by contrast, require cooperation 
from line management and IT, and their effects are visible 
only in behavioural data that many organisations do not 
collect. The framework below is intended to make these 
interventions comparable with training on a common risk 
metric so that resources can be allocated across them.

Framework
The framework specifies the behavioural process and 
three intervention points. Knowledge K depends on 

training T; the probability of unsafe behaviour (here, 
clicking a phishing link) depends on knowledge, workload 
W, their interaction and nudges N:

K = 0.2 + 0.6 T + u, logit P(click) = β0 − βK K + βW W + βWK 
W(1 − K) − βN N. (1)

The intervention points are: training (raising K ), 
workload management (lowering W for high-exposure 
roles) and nudges (raising N). Hypotheses: H1, training 
reduces unsafe behaviour; H2, workload increases it; 
H3, workload weakens the effect of training (negative 
interaction); H4, nudges reduce unsafe behaviour 
independently of training.

Residual risk after interventions is the predicted 
click probability aggregated across employees weighted 
by exposure; the framework requires that residual risk 
be compared with the capacity of technical controls 
(filtering, isolation, multi-factor authentication) to 
contain the consequences, and that any remainder be 
explicitly accepted.

Simulation Design
The harness generates 2,000 employees with training 
intensity and workload uniform on [0, 1] and nudges 
assigned at random with probability 0.5. Knowledge and 
click behaviour follow Equation (1) with β0 = 0.5, βK = 2.5, 
βW = 1.5, βWK = 1.2 and βN = 0.8. A logistic regression of click 
on training, workload, nudges and the training–workload 
interaction is estimated, and click rates are tabulated by 
training and workload groups. Parameters are design 
values encoding the hypotheses; the harness examines 
the resulting magnitudes and the interaction.

Results

Training, workload and their interaction
The overall simulated click rate is 49%. Table 1 reports 
click rates by group. Among low-workload employees, 
training reduces the click rate from 47% to 22%; among 
high-workload employees, from 80% to 44%. The 
reduction is larger in absolute terms under high workload 
(36 versus 25 points) but the residual rate remains twice 
as high, and the logistic interaction coefficient is negative 
(−0.99), indicating that training’s effect on the logit scale is 
weaker under high workload (H3). Workload alone has a 
large positive coefficient (2.64) (H2), and training a large 
negative one (−1.45) (H1).

Figure 1 shows the pattern. Both curves decline with 
training, but the high-workload curve lies far above 
the low-workload curve throughout, and at the highest 
training intensities the gap narrows only modestly. 
Training alone cannot bring high-workload employees 
to the click rate that low-workload employees reach with 
little training.
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Nudges
Employees who receive nudges click at 43% against 55% 
for those who do not, a reduction of 12 points (H4). The 
logistic coefficient (−0.60) is independent of training and 
workload in the model, so the nudge effect applies equally 
to trained and untrained, busy and unhurried employees.

Residual risk
With high training, no nudges and the simulated workload 
distribution, the average predicted click rate remains 
above 30%. For an organisation receiving targeted 
phishing weekly, that residual implies that a successful 
compromise of at least one employee is near-certain 
over a year, which is the quantity the framework asks 
organisations to confront: training reduces human risk 
but leaves a residual that must be contained by technical 
controls or accepted.

Sensitivity
The relative size of the three effects depends on the 
design coefficients, but the structural result does not: as 
long as the workload–knowledge interaction is positive 
in Equation (1), training’s protective effect is smaller 
where workload is higher, and as long as the nudge term is 
additive, nudges help regardless of training. The absolute 
click rates are high by design so that the mechanisms 
are visible; organisations with mature programmes will 
observe lower rates with the same qualitative pattern.

Implications for Risk Management
Manage the three intervention points together
Training, workload management and nudges address 
different parts of the process and are complementary. 
Programmes that rely on training alone leave workload-
driven behaviour untouched and miss the point-of-decision 
channel. Organisations should identify high-exposure, 
high-workload roles, such as finance, procurement and 
executive assistants, and apply workload buffers and 
nudges to them specifically.

Measure behaviour, not completion
Training completion is an input measure. The framework’s 
output measures are observed click rates from simulated 
phishing, reporting rates for suspicious messages, and 
credential-entry events on untrusted pages, tracked by 
role, workload and intervention. These measures make the 
relationships in Figure 1 observable in the organisation’s 
own data and allow programme resources to be directed 
where behaviour is worst.

Quantify and allocate residual risk
Residual human risk should enter the organisation’s risk 
register with an estimated likelihood, as for technical 
vulnerabilities, and should be matched against the 
technical controls that limit consequences: email filtering, 
link isolation, multi-factor authentication, least privilege 
and rapid revocation. Where those controls cannot contain 
the consequences of the residual, the organisation is 
accepting the risk and should say so.

Programme design
Awareness content should be short, frequent and role-
specific rather than annual and generic; simulated 
phishing should be used for measurement and just-in-
time teaching rather than for sanction, since punitive use 
suppresses reporting; and nudges should be reviewed for 
habituation, with warning designs rotated to maintain 
attention.

Culture and reporting
The model treats behaviour as individual, but security 
behaviour is shaped by norms. An organisation in which 
reporting a suspected phishing message is routine and 
praised obtains an additional control: early reports allow 
the security function to block a campaign before most 
employees see it, which reduces exposure rather than 
click probability. Programmes should therefore track 
reporting rates alongside click rates and should treat a 
high reporting rate as a success measure in its own right. 
Punitive responses to clicks depress reporting and forfeit 
this control.

Role-based exposure
Exposure to targeted attacks is concentrated in roles 
with payment authority, access to sensitive data or public 

Table 1: Simulated phishing click rates by training intensity and 
workload (2,000 employees)

Group Low training 
(< 0.33)

High training 
(> 0.67) Reduction

Low workload 
(< 0.33)

47.4% 21.7% −25.7 points

High workload 
(> 0.67)

79.5% 43.9% −35.6 points

Figure 1: Simulated phishing click rate against awareness training 
intensity for low- and high-workload employees.
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visibility. The framework’s residual-risk calculation 
weights click probability by exposure, which concentrates 
attention on a small number of roles. For these roles, the 
appropriate response is often a technical one, such as 
mandatory out-of-band verification for payment changes, 
that removes the consequence of a click rather than 
attempting to eliminate the click itself.

Field validation
The framework can be tested with the data organisations 
already collect from simulated phishing campaigns, 
supplemented by workload indicators from workflow or 
calendar systems and by randomised assignment of nudges 
across employee groups. The key tests are the sign of the 
training–workload interaction and the additivity of the 
nudge effect; both can be estimated with a few thousand 
employee-campaign observations. Longitudinal data 
would additionally reveal the decay of training effects 
and habituation to nudges, which the simulation does not 
model.

Limitations
The harness encodes the hypothesised behavioural 
process with design parameters; it demonstrates the 
framework’s logic and the interaction’s consequences 
rather than testing them. Click behaviour is a single binary 
outcome, whereas human risk spans many behaviours. 
Habituation to nudges, decay of training effects and 
social influences are not modelled. All reported values are 
simulation outputs.

Conclusion
Employee security behaviour is a manageable organisational 
risk with three controllable drivers: knowledge, workload 
and point-of-decision cues. In simulation, training 
reduced unsafe behaviour substantially but less so under 
high workload, nudges reduced it independently, and a 
sizeable residual remained. Organisations should manage 
awareness, workload and nudges together, measure 
behaviour rather than completion, and quantify residual 
human risk so that it is contained by technical controls or 
explicitly accepted.
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